BO GIAO DUC VA PAO TAO CONG HOA XA HOQI CHU NGHIA VIET NAM
TRUONG PH NONG NGHIEP HN Poc lap - Tu do - Hanh phic

CHUONG TRINH TRINH PQ PAI HQC/CAO PANG/LIEN THONG
NGANH PAO TAO: TIN HOC

PE CUONG CHI TIET HQC PHAN
An toan thdng tin (Information Security)

I. Thong tin vé hoc phin
o Ma hoc phan: TH03031
o Sétin chii 2TC (2,0 — 0 —4)
o Gio tin chi ddi véi cac hoat dong hoc tap: 30 tiét
+ Nghe giang Iy thuyét trén 16p: 20 tiét
+ Lam bai tép trén 1op: 10 tiét
+ Thao luan trén lop: 0
+ Thuc hanh trong phong thi nghiém: 0
+ Thyc tap thuc t& ngoai trudng: 0
+ Tu hoc: 60 tiét
Pon vi phu trach hoc phan:

o
* B0 mon: Khoa hoc may tinh
= Khoa: Cong nghé thong tin

o Lahoc phﬁnz bét bude

o Hoc phan hoc trude: Mang may tinh va lp trinh mang

IL. Théng tin vé ddi ngdi giang vién:

- Ho va tén: Nguyén Vin Hoang
Chirc danh, hoc ham, hoc vi: Thac si

- bia chi lién h¢: B mon Khoa hoc may tinh

- Dién thoai, email: 04.62617523, nvhoang@hua.edu.vn

- Théng tin vé tro giang (néu c6) (ho tén, dia chi lién hé, dién thoai, email):
II1. Muc tiéu hoc phén:

- V& kién thirc: Kién thirc nén tang trong an toan théng tin

- Vé k¥ ning: Rén luyén tr duy triru twong hda, phan tich va giai quyét van dé;
k¥ nang doc tai liéu va k¥ nang 1ap trinh
- V& cac muc tiéu khac (thai do hoc tap):

IV. M6 ta ndi dung vin tit ciia hoc phan:
THO03031. An toan théng tin (Information security). (2TC: 2 - 0 — 4). Hoc phan giéi thiéu cac
vin d& co ban trong finh vuc an toan théng tin cling nhu cac giai phap cho cac van d& do. Hoc


mailto:nvhoang@hua.edu.vn

phan tap chung vao cac vAn dé nhu tinh bi mat, tinh toan ven va tinh tin cdy. Hoc phdn hoc
truoc: Mang may tinh va lap trinh mang

V. Nhi€¢m vu cua sinh vién:
- Dy 16p: 2 tin chi
- Bai tap: 1 tin chi
- Dung cu hoc tép
VI. Tai li€¢u hoc tap:
- Gido trinh/bai giang
Bai giang: Giang vién soan
Giao trinh:  William Stalling: Cryptography and Network security principles and
practices, 4™ edition
- Cac tai liéu khac:
Menezes, Alfred J., Paul C. van Oorschot, and Scott A. Vanstone: Handbook of Applied
Cryptography. CRC Press, October, 1996.
Schneier, Bruce: Applied Cryptography. 2" ed. New York, NY: John Wiley & Sons,
1996.
VII. Tiéu chuian danh gia sinh vién:
Déanh gia theo quy dinh chung cua Truong
VIIL Noi dung chi tiét hoc phin: (ghi tén chwong, muc, tiéu muc)
Chirong 1. Mé dau
1.1. Théng tin la gi?
1.2. Dir liéu 1a gi?
1.3. Quan h¢ gitta dir liéu va thong tin
1.4. Vi tri cua an toan thong tin
1.5. Céc bai toan chinh trong an toan théng tin
Chuwong 2. Nghé thuit gidu thu
2.1. Gi6i thiéu mot s6 phwong phép gidu thu cd dién
2.2. Céac phuwong phap gidu thu hién dai
2.3. Nguyén Iy ctia nghé thuat gidu thu va steganalysis
2.4. Ly thuyét vé& Cover Models
2.5. Tém tat
Chwong 3. Gi6i thiéu vé cac miat ma cb dién
3.1. Mot sb md chuyén vi
3.2. Mot s6 ma thé
3.3. Ma hoa 1 bang ma va nhiéu bang ma
3.4. Khoa hoc mat ma va Khoa hoc thAm ma
3.5. Tém tat
Chwong 4. M4t ma c6 dbi xirng hién dai
4.1. Téong quan ma khoi



4.2. Tiép can cua Horst Feistel

4.3. DES va AES

4.4. Tong quan vé md dong

4.5. Ma RC4

4.6. Céc ché dd van hanh ctia ma khéi
4.7. Tém tit

Chwong 5. Mat ma khong doi xirng

5.1. Bai toan trao doi khoa

5.2. Luoc dd trao d6i khoa Diffie-Hellman
5.3. Luoc 6 md hoa khoa cong khai

5.4. Gi6i thiéu mot s6 mat mi khoa cong khai
5.5. Toém tat

Chuong 6. Dam bao tinh toan ven

6.1. Tong quan vé dam béo tinh toan ven

6.2. Ham bam mat ma

6.3. Phuong phap Merkle-Damgard trong xiy dung ham bam mat ma
6.4. Ma xac thuc thong diép (MAC)

6.5. Phuong phap Hash-then-Authenticate trong xay dung MAC

6.6. Gi6i thiéu mot s6 ham MAC

6.7. Tom tat

Chwong 7. Dam bio tinh tinh ciy

7.1. Tong quan vé tinh tin cy

7.2. Chit ky sd, ching chi s va co quan cip va xac thuc chimg chi s6
7.3. Mot s6 luge dd chit ky s6

7.4. Ha tang khoa cong khai (PKI)

7.5. Tém tit

Chuong 8. Tém tit

IX. Hinh thic t6 chirc day hoc:
Lich trinh chung: (ghi tong sé gio tin chi cho méi ct)

Hinh thtre to chirc day hoc hoc phﬁn

Noi dung Len 1op ;I;lm: glllliéénh Tu hoc, tu Tong
Ly thuyét | Baiwp | Thio kin | o d? nghién ctru
Chuong 1 3 0 0 0 3
Chuong 2 3 0 0 0 3
Chuong 3 3 0 0 0 3
Chuong 4 6 0 0 0 6




Chuong 5 3 0 0 0 3
Chuong 6 3 0 0 0 3
Chuong 7 3 0 0 0 3
Bai tap 3 0 0 0 3
Chuong 8 3 0 0 0 3

Tong 30 0 0 0 30

X. Yéu céu ciia giang vién ddi véi hoc phin:

- Yéu ciu cua giang vién vé diéu kién dé to chirc giang day hoc phan nhu: giang dudng c6 may
chiéu, khong qua rong, sb hrong sinh vién khong qua dong (<40)

- Yéu cau ctia giang vién d6i voi sinh vién nhu: sinh vién du 16p ddy du, nghién ciru tai lidu, gido
trinh trude khi lén 16p.

Trwéng bd mon Phu trach hec phéan
(Ky va ghi rd ho tén) (Ky va ghi rd ho tén)
Truéng khoa Duyét cia Truong

(Ky va ghi 0 ho tén) (Ky va ghi 10 ho tén)



