BO GIAO DUC VA PAO TAO CONG HOA XA HQI CHU NGHIA VIET NAM
TRUONG PH NONG NGHIEP HN Poc 1ap - Tu do - Hanh phiic

CHUONG TRINH TRINH PO PAI HQC/CAO PANG/LIEN THONG
NGANH DAO TAO: TIN HOC

DPE CUONG CHI TIET HOC PHAN
Bdo mat mang va may tinh
(Computer and Network Security)

I. Thong tin vé hoc phan
o Ma hoc phan: TH03038
o S tin chi: 2TC (1,5—0,5-4)
o Gio tin chi dbi vé6i cac hoat dong hoc tap: 30 tiét
+ Nghe giang 1y thuyét trén 16p: 22 tiét
+ Lam bai tap trén 16p: 0
+ Thao luén trén l6p: 0
+ Thyc hanh trong phong thi nghiém: 8 tiét quy chuan
+ Thuec tap thuc té ngoai truong: 0
+ Tu hoc: 60 tiét
o Pon vi phu trach hoc phﬁn:
= B0 mo6n: Khoa hoc may tinh
= Khoa: Cong nghé thong tin
o Lahoc phén: bét budc
o Hoc phan hoc trude (chi 1 hoc phan): Mang may tinh va 1ap trinh mang
IL. Théng tin vé ddi ngii giang vién:
- Ho va tén: Nguyén Vin Hoang

Chuc danh, hoc ham, hoc vi: Thac si

bia chi lién h¢: B mon Khoa hoc may tinh

bién thoai, email: 04.62617523, nvhoang@hua.edu.vn

Thong tin vé trg giang (néu co) (ho tén, dia chi lién hé, dién thoai, email):
I11. Muc tiéu hoc phan:

- Vékién thue: kién thirc nén tang vé an ninh mang va may tinh

- Vé k¥ nang: k¥ ning co ban phan tich, tin cong va phong ngu véi cac 16 hong
trong moi truong may tinh va mang may tinh.
- V& cac muc tiéu khac (thai do hoc tap)

IV. M ti ndi dung vin tit ciia hoc phén:
THO03038. Bao mat mang va may tinh. (Computer and network security). (2TC: 1,5
— 0,5 — 4). Hoc phan gidi thiéu cac gidi thiéu cac van dé co ban trong linh vuc an ninh mang va


mailto:nvhoang@hua.edu.vn

may tinh. Cung cap mét s kién thic vé cac ky thuat tin cong va phong ngu co ban, kién thirc co
ban vé virus may tinh. Hoc phan hoc trwée: Mang mdy tinh va ldp trinh mang.
V. Nhiém vu cia sinh vién:
- Du 16p: 1.5 tin chi
- Bai tap thyc hanh 0.5
- Dung cu hoc tap
VI. Tai liéu hoc tap:
- Gido trinh/bai giang
Bai giang: Giang vién tu soan
- Cac tai liéu khac
Charles P. Pfleeger: Security in computing, Prentice Hall; 4™ 2006; ISBN-13; 978-0-13-
239077-4.
John Aycock, Computer Viruses and Malware, Springer 2006; ISBN-13: 978-0-387-
30236-2.

VIL Tiéu chuin danh gia sinh vién:
Danh gia theo quy dinh chung cua Truong

VIIIL. Noi dung chi tiét hoc phan: (ghi tén chwong, muc, tiéu muc)
Chuong 1. Tong quan vé an ninh mang va may tinh
1.1. An ninh va An ninh mang va may tinh
1.2. Ban chat an ninh tuyét d6i 1a khong thé
1.3. Gi6i thiéu cac véan dé chinh
1.4. Binh huéng muc ti€u va phuong phap hoc tap
Chuwong 2. Control Hijacking: k¥ thuit tin cong va phong ngu
2.1. Control Hijacking la gi?
2.2. Buffer Overflow
2.3. Integer Overflow
2.4. String format
2.5. Mot s6 k¥ thuat nang cao
2.6. Tom tat
Chuong 3. Web Security
3.1. Tong quan vé Web security
3.2. Browser Security
3.3. Quan ly phién lam viéc va xac thuc nguoi dung
3.4. Bao mat ing dung web
3.5. Tom tit
Chuong 4. Network Security
4.1. Téng quan
4.2. Gidi thiéu vé giao thirc bao mat va cac 15 hong



4.3. Botnet: tan cong va phong ngu
4.4. DOS va DDOS: tin cong va phong ngu
4.5. Tom tat
Chuong 5. Malware
5.1. Malware la gi
5.2. Gi6i thiéu mot sb loai Malware

5.3. Virus

5.4. AntiVirus

5.5. Tom tat
Chuong 6. The Trusted Computing Architecture

Ni dung thuc hanh Sé tiétchuan | S tiét thuc hanh Dia i‘grr:‘hth‘-"c

Bai 1: Buffer overflow 2 4 Phong may
Bai 2: Buffer overflow 2 4 Phong may
Bai 3: Web security 2 4 Phong may
Bai 4: Web security 2 4 Phong may

IX. Hinh thirc t6 chirc day hoc:

Lich trinh chung: (ghi tong sé gio tin chi cho méi cfr)

Hinh thuc t6 chire day hoc hoc phén
Noi dung Lén lop Thuc hjc’tnh, Tu hoo. e Téng
. . thi nghi¢m, AR
Ly thuyét Bai tap | Thdo luan didn da nghién ciru

Chuong 1 3 0 0 0 3
Chuong 2 6 0 0 0 6
Chuong 3 5 0 0 4 9
Chuong 4 0 0 0 4 4
Chuong 5 5 0 0 0 5
Chuong 6 3 0 0 0 3

Tdng 22 0 0 8 30

X. Yéu cau cua giang vién doi véi hoc phan:
- Yéu cau cua giang vién vé dicu kién dé to chuc gidng day hoc phan nhu: hoc tai phong may, so
luong khong qua 30 sinh vién.




- Yé&u cau cua giang vién doi véi sinh vién nhu: sinh vién dy 16p day dua, doc k¥ tai li¢u trude khi
1€n 16p.

Truéng b mon Phu trach hoc phan
(Ky va ghi r6 ho tén) (Ky va ghi rd ho tén)
Trwéng khoa Duyét cia Truong

(Ky va ghi 10 ho tén) (Ky va ghi 10 ho tén)



