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What is cloud computing?



"pay-per-use model for enabling available,
convenientand on-demand network accessto a
sharedpool of configurablecomputingresources
(e.g., networks,servers,storage,applicationsand
services) that can be rapidly provisioned and
released with minimal management effort or
serviceproviderinteraction.άby NIST

Cloud computing: Advantages



Today



Cloud providers bring in $2B in first quarter -- source: 
Synergy Research Group, May, 2013

The overall cloud market will hit $71 billion in 2015 
Source: Gartner Company data, Macquarie Capital 
(USA), Jan. 2013

Future



Cloud computing is the next big thing



Challenges for Cloud Computing





Trust



Trust me, please!

Oh, no



Broad Attacking Surface

We have everything in the cloud. J

Everything is virtual. Loss physical control L



Broad Attacking Surface

Data breach

Malicious Insider

Insecure Interface or APIs



Broad Attacking Surface

Many others yet to be identified ...
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Storage outsourcing



Security challenges with storage outsourcing

Data Integrity



Security challenges with storage outsourcing

Internal: Byzantine failure, management errors, software bugs, ...

External: malware, economically motivated attacks, ...

(Data Integrity)



Security challenges with storage outsourcing

(Data Integrity)



Data Integrity



Data Integrity



Data Integrity



Security challenges with storage outsourcing

(Data Integrity)

Cloud currently offers no guarantee

Should we trust the cloud 100 percent

for the storage integrity?

Data owners need a means to ensure

continuous correctnesss of outsourced

cloud data.



Security challenges with storage outsourcing

(Data Integrity)

Is my data correctly stored? 

Storage correctness proofs

Secure Cloud Storage Auditing



Traditional method for data integrity

message  m k k

Generate tag:
tag « S(k, m)

tag

Verify tag:
V(k, mô, tagô)  = óyesô

Def:MAC I = (S,V)  defined over  (K,M,T) is a pair of algs:

ÅS(k,m) outputs t in T

ÅV(k,m,t) outputs yes or no

Message Authentication Code (MAC)



Secure Cloud Storage Auditing

Is my data correctly stored(k1)

DATA 

DATAô

MAC(k1, DATAô)

MAC(k1,DATA)

Before putting data in the cloud, must calculate and store

MAC(k2,DATA) MAC(kn,DATA)



Secure Cloud Storage Auditing

SecurityConvenience
Overhead

Challenges

Haveto exploretradeoffs to maintain low
communicationand compution overhead
on both owner andserverside.



Secure Cloud Storage Auditing

Challenges

Cope with frequent cloud data

changing while ensuring continuous
data auditing



Public Private

Privacy-preserving public auditing



Batch auditing improves 

efficiency and saves computation 
and communication overhead.



Secure Cloud Storage Auditing

Solutions

Cloud 
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ǹ

mn

1̀

m1

2̀

m2

ˋ

˃ + 

.



Redundantly stores data in multiple facilities and on multiple devices with each facility.

Can we trust?

Designed to substain the concurrent loss of data two facilities.



Security challenges with storage outsourcing

(Data Integrity)

? F file

return F file

Cloudstorageproviderclaimsto store three distinct copies
of my file for resillience.

/ŀƴ ǿŜ ǘǊǳǎǘΚ bƻΣ ƛŦ ǘƘŜȅ ŎŀƴΩǘ prove it (Redundancy)?

F



Security challenges with storage outsourcing

File F can survive two disk crashes

Disk 2 Disk 3 Disk 4 Disk 5Disk 1
Virtual Virtual Virtual Virtual Virtual

FF F

F

A single disk crash can destroy F file

Virtualization is a complication.

We need proofs of data redundancy on the 
physical layer.



Proof of redundancy

Solutions

Eeta Pizza Pi Cheapskate Pizza

Six pizzas!

The Pizza Oven Protocol(Juels A. 2011) Network latency

Drive read time

Slides credits to Ari Jules et al. 



as well as encryption for both secure transit and secure storage at 
rest.





Celebrity photo leakage



Security challenges with storage outsourcing

(Data leakage)
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Security challenges with storage outsourcing

(Data leakage)
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Services Front End Storage Back End

Security challenges with storage outsourcing

(Data leakage)

DATA leakage

Challenge: Proofs of encrypting data at rest
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Sensitive data must be encrypted before 
putting on the cloud server



Data 
Ultiliztion

Data 
Encryption





Whitten A., Tygar J. D., Why Johnny ŎŀƴΩǘencrypt: a usability of
evaluation of PGP5.0, SSYM'99 Proceedingsof the 8th conferenceon
USENIXSecuritySymposium

https://www.cs.auckland.ac.nz/~pgut001/pubs/book.pdf
https://www.cs.auckland.ac.nz/~pgut001/pubs/book.pdf
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