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Mau dé cwong chi tiét hoc phén tidng Vigt:
01. PBCL_DCCTHP_TV 2024.7.17
BO NONG NGHIEP CONG HOA XA HOI CHU NGHIA VIET NAM
VA PHAT TRIEN NONG THON Djc lap — Ty do — Hanh phiic
HOQC VIEN NONG NGHIEP VIET NAM

CHUONG TRINH BAO TAO TRINH PO DAI HOC
NGANH PAO TAO: MANG MAY TINH VA TRUYEN THONG D LIEU
HUGNG CHUYEN SAU 1: MANG MAY TINH
HUGNG CHUYEN SAU 2: TRUYEN THONG DU LIEU

BE CUONG CHI TIET HOQC PHAN
TH94096: QUAN TRI MANG (NETWORK ADMINISTRATION)

I. Théng tin vé hoe phin
o Hocki: 6
o Tin chi: Tong s6 tin chi 03 (Ly thuyét 02 — Thuc hanh 01 - Ty hoc 9
o Gio tin chi d6i véi céc hoat dong hoc tap
+Hoc ly thuyét trén 16p: 30 tiét
+ Lam bai tap trén 16p: 0 tiét
+ Thuyét trinh va thao lugn trén 16p: Otiét
+ Thuce hanh trong phong thi nghiém/trong nha ludi: 15 tidt
+ Thue tap, thuc t& ngoai truong: 0 tiét
Gid tu hoc: 135 tiét theo ké hoach c4 nhan
Don vi phu trach:
= B¢ mén: Mang va hé thdng thong tin
®  Khoa: Céng nghé thong tin
o Hoc phén thude khéi kién thie:

o O

Dai cuong o Co so nganh o Chuyén sau 1 Chuyén siu 2 o
Béitbudc = Tuchon & Bit bubc = Tuchon Batbuc = Tuchon & Bét busc Tu chon
O O O O O o O

o hHQC phén hoc song hanh: Khong c6
o Hoc phan tién quyét: Khong c6
o Ngbn ngtt gidng day: tiéng Anh [ Tiéng Viét X
. Chuédn diu ra ciia chwong trinh dao tao va muc tiéu, két qué hoc tip mong dgi cita hoc

phén
* Cdc chuin diu ra va chi béo cila chwong trink ddo tao ma hoc phin déng gdp:

Chuén diu ra :

. 3 A Y . [N 2 P X bS A o 5 P
Sau khi hoan tat chuong trinh, sinh vién Chi bdo chuin dau ra cia chwong trinh dao tao
c6 thé:

Kién thiee chuyénmén | . o A = .
CDR2. Phan tich dugc c4c van dé co | 2.1. Phan tich duorc cac van de co ban v& cong nghe lién
ban vé cong nghé lién quan dén x4y | quan dén xdy dung hé théng thong tin,

dung va vin hanh hé thdng thong N




3 X A
Chuan dau ra

Sau khi hoan tét chwong trinh, sinh vién Chi bo chuén diu ra ciia chwong trinh dao tao
c6 thé:
tin.
CDR3. Thidt k& hé thdng Mang mdy | 3.1. Thiét k& hé théng mang may tinh (&p dung voi
tinh va Truyén thong dit liéu. huéng chuyén sdu Mang mdy tinh).

Ky ndng chung
CDRA4. Giao tiép da phuong tién, da | 4.2. St dung hiéu qua cong nghé thong tin va cac thiét bi
van héa, sit dung hidu qua cong nghé | da phuong tién trong cong viéc chuyén mon.

thong tin va ngoai ngit trong linh
vuc Mang may tinh va Truyén thong
dit ligu.

Ky ndng chuyén mon

CDR6. Két hop cac k§ néng co ban | 6.2. Két hop céc k¥ ning co ban d& van hanh hé thong
dé xay dung va vén hanh hé théng | thong tin.

thong tin.
CDR7. Quan tri hé thong Mang may | 7.1. Quén tri hé théng mang mdy tinh (4p dung véi
tinh va Truyén thong dit liéu. hudng chuyén sdu Mang méy tinh).

Ning lyc tir chii va trdch nhiém
CDRY. Tuan thi chuan muc dao duc | 9.1. Tuan thu chudn muc dao dirc nghé nghiép.
nghé nghiép. C6 trach nhiém a6i vei
c4 nhan, tAp thé.

* Muc tiéu: Hoc phan nh3m cung cAp cho sinh vién .............

e Kién thirc dé xac dinh 3 nhu cau trudce khi trién khai hé théng mang, céc dich vu cn trién
khai v&i ting hé thong cu thé.

e Céc kinan g nhu trién khai duoc céc dich vu co ban nhu DNS DHCP, c4u hinh dia chi IP, st
dung céc dbi tugng chinh sdch nhom d8 trién khai phin mém cho hé théng mang st dung hé
diéu hanh Windows.

»  Co thai d6 hop tac trong nhom; lam viée doc 1ap hodc theo nhom, chinh xdc, co hé théng.

* Két qie 1 hoc tdp mong doi ciia hoc phin:

Hoc phin déng gép cho Chuén diu ra sau day cua CTDT theo mic do sau:

I — Gidi thiéu (Introduction); P — Thyec hién (Practice); R — Cung co (Reinforce); M — Dat duoc
(Master)

Murc dd dong gbp cua hoc han cho chi bdo CDR cia CTDT
22 1314262 | 7191

M R R R M P

MaHP | TénHP

Quaén tri
LTH94096 —

KQHTMD ciia hoc phan
Ky hi¢u Hoan thanh hoc phin nay, sinh vién thwe
hin dwge

Chi b4o chuin du ra ciia CTDT

Kién thic

Xac dinh dugc cac thanh phén cta hé thong, 2.2. Phén tich duoc cac van dé co
K1 cdc vAn dé can giai quyet lién quan dén hé | ban vé cong nghé lién quan dén
théng thong tin ctia don vi cong téc. van hanh hé thong thong tin.
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Giai thich dugc c4c thanh phén cua -mang mdy
tinh, céc cong cu phin cling va phan mém dé
quan ly cdc mdy tinh thong qua hé théng
mang.

3.1. Thiét ké hé thdng mang may
tinh (4p dung v6i huéng chuyén
sdu Mang may tinh).

Ky ning

St dung thanh thao céc thiét bi, két ndi céc | 4.2. Sir dung hiéu quéa cong nghé
K3 thiét bi dé tao thanh hé thdng thong tin. Pam thong tin va céc thiét bi da phuong
béo hé théng hoat dong chinh x4c va hiéu qua | tién trong cong viéc chuyén mén.
Xdy dung hé thong mang may tinh véi cac | 6.2. Két hop céc ky ning co ban dé

K4

thiét bi va phdn mém can thiét. van hanh h¢ théng thong tin.
Cai dit va cau hinh c4c dich vu co ban nhu | 7.1. Quan tri hé thong mang may
K5 DHCP, DNS, ... tinh (4p dung voi hudng chuyén

sdu Mang mdy tinh).

Néng lyc tu chi va trach nhiém

Pho1 hop 6t v6i cac thanh vien trong nhém dé
K6 trién khal duoc céc dich vu mang co ban theo
yéu ciu cia gido vién.

9.1. Tuan thu chun muc dao dac
nghé& nghiép.

IIL N§i dung tém tit ciia hoc phin

TH94096 - Quan tri mang (Network admlnlstratlon) (Tdng sb tin chi 3: Téng sb tin chi ly thuyét 2 —
Tbng sb tin chi thuchanh 1 — Téng sb tin chi tu hoc 9).

Hoc phan huéng din cach thuc hién cdu hinh dia chi IP phién ban 4 (IPv4), cdu hinh dia chi IP phién
ban 6 (IPv6), dich vu cdp dia chi IP tu dong (DHCP), d1ch vu phén giai tén mién (DNS). Su dung
chinh sach nhém (group policy) dé trién khai céc phin mém trén mady client.

IV. Phwong phip gidng day va hoc tip
1. Phwong phdp gidng day

- Thuyét giang: Giang day ly thuyét trén giang dudng, thuc hanh trén phong may tinh, lam bai tép tai
16p va & nha.

2. Phwong phdp hoc tip

- Nghe giang thuyét trinh

- Thao luan tai 16p hoc trén hé théng hd trg hoc tap truc tuyén

- Lam bai tép tai 16p hodc trén hé théng hd tro hoc tap truc tuyén

- Thuc hanh trén mdy tinh
V. Nhiém vy ctia sinh vién
- Chuyén cén: sinh vién du hoc téi thidu theo quy dinh day va hoc cia Hoc vién.
- Chudn bj cho bai giang: sinh vién c6 bai giang cia gidng vién, tai liéu tham khao, doc trudc cac noi
dung dugc giao trude khi dén 16p hoc;
- Théo luéin va lam bai tdp dugc giao qua hé théng hd tro day hoc truc tuyén.
- Thue hanh: sinh vién thuc hanh céc bai trén phong may
- Kiém tra gifta ky Kiém tra vao budi thuc hanh.
- Thi cubi ki: T4t c sinh vién tham gia thi giita ky day du



VI. P4nh gi4 va cho diém

1. Thang diém: 10

2. Diém trung binh ciia hoc phan la tong diém ciia cdc rubric nhan vdi trong sb twong 1eng cha
tieng rubric

3. Phwong phdp ddnh gid

Bing 1: K& hoach ddnh gid va trong 50

Hoat dong dénh gi4 KQHTMD dwge ddnh gid Trz-’;)g) i ian /E?n hoe
Ddnh gid qud trinh
Tham dy 16p K1, K2, K6 10
Kiém tra gitta ki K1, K2 30
Pdnh gid cudi ki
A Theo lich cua
Thi cudi mdn hoc K1, K2, K3, K4, K5 60 b GLBT

Bdng 2. Chi bdo thyc hién cdc két qud hoc tdp mong dgi cia hoc phén

KQHTMD | Chi bao thye hién KQHTMD

K1 Chi béo 1: Hiéu r& hé thbng, hiéu rd cac vAn d& can giai quyét lién quan dén hé
thong thong tin ctia don vi cong tac.

K2 Chi béo 2: Hiéu cAc thanh phan cia mang may tinh, cac cong cu phan cing va phan
mém dé quan 1y cac may tinh thong qua hé thong mang.

K3 Chi béo 3: Ap dung céc kién thirc da hoc dé xay dung hé thong mang mdy tinh

K Chi b4o 4: Sir dung thanh thao céc thiét bi, k&t ndi cac thiét bi dé tao thanh hé thdng
thong tin. Dam bao hé thdng hoat dong chinh x4c va hiéu qua

K5 C’hi bao 5: Ap dung kién thirc da hoc d& quan tri hé thong mang mdy tinh (Cai dit va
cau hinh céc dich vu)

Rubric 1: Panh gia chuyén can

Titu chi Trong T6t . Kha Trung binh Kém
s6 (%) | 8.5-10ditm | 6.5—8.4 diem | 4.0-6.4 diém 0—3.9 diem
Théi do tham LudnchiyVva | pys ooy co | Cochay, it | opongchd
30 tham gia cac : ' y/khong tham
du A tham gia tham gia A
hoat ddng gia
Tham gia trd o ) 7
161 cAu hoi 70 - M3i budi hoc 12 7% va khong dugc véang trén 2 budi
trén 16p

4. Cdc yéu ciu, quy dinh ddi véi hoc phin
- Sinh vién tham du hoc trén 16p day da theo quy dinh day va hoc ctia Hoc vién.

- Tham du vao bai thi cubi ki: Néu khong tham dur thi cubi ky sinh vién s& nhén didm 0 diém.

VIL Gido trinh/ tdi lién tham khio
* Sdch gido trinh/Bai gidng:




Trdn Vi Ha (2021). Bai giang quan tri mang v4i windows server 2019. Noi luu giti: Trung tdm
TTTV Luong Pinh Cia.

* Tai ligu tham khdo khdc:

- LaCroix, Jay (2022). Mastering Ubuntu Server : Explore the versatile, powerful Linux Server
distribution Ubuntu 22.04 with this comprehensive guide. Noi luu gitt: Trung tdm TTTV Luong
Dinh Cua.

- Jordan Krause. Mastering Windows Server 2019 Second Edition. Packt Publishing, 2019. Noi luu
gitt: Trung tAm TTTV Luong Dinh Cua.

- Effective software development for enterprise : Beyond domain driven degign, software
architecture and extreme programming Tutisani, Tengiz; Pathan, Al-Sakib Khan; Ismat, Sadia 2023.
Noi luu gifi: Trung tAm TTTV Luong Pinh Cua.

VIIL Noi dung chi tiét ciia hoc phén

- KQHTMD
Tuan Noi dung ciia hoe
phan

Chuong 1: Gidi thicu Windows server 2019

A/ Céc ndi dung chinh trén 16p: (3 tiét) K1
Noi dung gisng day Iy thuyét: (3 tiét)

1.1. Muc dich ctia Windows Server

1 1.2. Cé4c phién ban cia Windows server

1.3. Giao dién ctia Windows server 2019

1.4. M6t s6 tmg dung quan trong (Settings, Task Manager, Task View)

B/ Céc ndi dung can tw hoc & nha: (9 1ép) Kl
Xu huéng dién toan ddm may
Céc tinh ndng mdi ciia windows server 2019

Chuworng 2: Cai dit va qudn Iy window server 2019

A/Tém tit cdc ndi dung chiuh trén 16p: (6 tiét) K2, K3, K5
Noi dung giang day ly thuyét: (3 £iéy)

2.1. Céc yéu ciu phan cung

2.2. Cai ddt windows server

2.3. Cai ddt cac Role va cdc Feature

2.4. Céc cdng cy quan ly tép trung (Server Manager, WAC)
Noi dung gidng day thiwe hanh/thwe nghiém: (3 1ié1)
Cai dat Window server 2019
Cai dit céc role (ADDS, DNS, DHCP)

B/ Céc udi dung cin tw hoc & nha: (18 1ié1) K2
Céch dé cai dit nhanh cac may tinh c6 cung c4u hinh phén cimg

3 Chwong3: Cdc dich vu co bin

A/Tém tit cac ndi dung chinh trén 16p: (7 tiéy) K3, K4, K5
N§i dung gidng day ly thuyét: (3 1iét)




Tuan

Noi dung

KQHTMD
ciia hoce
phian

3.1. Active Directory Domain Service
3.2. Chinh sach nhém
3.3. DNS
3.4, DHCP
3.5. Sao luu va khdi phuc dit liéu
Noi dung gidng day thwe hanh/thye nghiém: (4 tiét)
C4u hinh Domain Controller
C4u hinh DNS, DHCP
Tao dbi twong chinh sdch nhém
St dung cong cu sao luu va khoi phuc dit liéu trong windows server

B/ Cic ndi dung cin tw hoc & nha: (21 tiéy)
Microsoft Management Console
Cai dit va cAu hinh IIS webserver

K2

Chuwong 4: Cdc logi chieng chi ding trong windows

A/ Toém tit cac ndi dung chinh trén 16p: 4 tiét)
Noi dung gidng day 1y thuyét: (3 tiét)
4.1. Céc loai chitng chi thudong gap trong window server
4.2. Cai dat dich vu
4.3. Tao mAiu chitng chi
4.4. Phat hanh ching chi A
4.5. Céc bude dé c6 duge chimg chi SSL
Noi dung giang day thwe hanh/thye nghiém: (1 tiét)
Cai dat dich vu, tao mAu chimg chi, phat hanh chimg chi

K1, K2, K3,
K5

B/ Céc ndi dung cin tw hoc & nha: (12 tiét)
Chinh sach nhom d& phén phéi chiing chi mét cach ty dong
Xuét va nhap cic ching chi (Exporting and importing certificates)

K1, K2,K3

Chwong 5: Cdc cong cu ingng

A/ Tém tit cac ndi dung chinh trén 16p: (4 1iét)
Noi dung gidng day ly thuyét: (3 tiéy)
4.1. Gidi thiéu cac cong cy mang
4.2. Xay dung bang dinh tuyén
4.3. Tap nhom céc card mang
Noi dung gidng day thye hanh/thye nghié¢m: (1 1iét)
Thuc hanh céc cong cu mang

K3, K5

B/ Céic ndi dung cin tw hoc & nha: (12 tiét)
Mang dinh nghia bing phin mém (software-defined networking)

K3




Tuan

Noi dung

KQHTMD
cita hge
phan

Chuwong 6: truy cdp tir xa

A/ Tém tit cac ndi dung chinh trén 16p: (3 tiér)
N§i dung giang day ly thuyét: (...tié1)

4.1. Always on VPN

4.2. DirectAccess

K2, K3, K5

B/ Céc ni dung cin tw hoc & nha: (9 tié)
Web application proxy
Remote Access management console

K2, K3

Chwong 7: Bdo mit

A/ T6m tit cdc ndi dung chinh trén 16p: (5 tiét)
N§i dung giang day ly thuyét: (3 tiép)
4.1. Cong cy Windows defender advanced thread protection
4.2. Windows defender firewall
4.3. Céc cong nghé ma héa
4.4. Cong cu advanced thread analytics
Noi dung gisng day thye hanh/thwe nghiém: (2 1ié1)
Tao cac quy tic trong firewall

K2, K3, K4,
K5

B/ Cac ndi dung cin tw hoc & nha: (15 1iéy)
Céc méat khiu bj han ché si dung
Céc quy téc bao mat thuong dung

K1, K2, K3

Chuwong 8: Server core (Windows server khong cé giao dién do hoa)

A/Tém tit cAe ndi dung chinh trén 16p: (5 tidy)
Noi dung gidng day 1y thuyét: (3 riér)
4.1. Tai sao nén st dung phién béan server core
4.2. Giao dién ctia phién ban server core
4.3. Dung cong cu windows admin center d& quan 1y c4c MAy server core
4.4. Cong cu sconfig
N§i dung gidng day thire hanb/thwe nghiém: (2 1iéy)
Cai dat va thyc hién c4u hinh co ban voi phién ban windows server core

K2, K3, K4

B/ Céc ndi dung cian t hoe & nba: (15 tiét)
C4c role ¢6 san trong phién béan server core
Diéu gi da x4y ra v&i phién ban nano server?

K2, K3

Chuwong 9: H¢ thong dw phong




KQHTMD

Tuin Noi dung ciia hoc
phin
A/ Tém tit cac ndi dung chinh trén 16p: (3 1iét) K1, K3, K4
Noi dung giang day Iy thuyét: (3 1iét)
4.1. Network load balancing (Cén bang tai)
4.2. Failover cluster
4.3, Clustering tiers
B/ Céc ndi dung cin ty hoc & nha: (9 1iét) K3
Storage spaces direct (52D)
Chwong 10: Powershell
A/T6ém tit céc ndi dung chinh trén 16p: (5 tiéy) K2
NOi dung gidng day 1y thuyét: (3 1iét)
4.1. Tai sao lai cAn lam viéc véi Powershell
4.2. Lam viéc voi Powershell
10 4.3. Powershell integrated Scripting environment

Noi dung gidng day thuwe hanh/thire nghiém: (2 1iét)
C4c 1énh co ban cia Powershell
Tao va chay céc script don gian trong powershell

B/ Céc ndi dung cin tw hoe & nha: (15 tiéy) K2, K3
Quan ly server tlr xa v6i powershell

IX. Yéu clu ciia gidng vién ddi véi hoc phin

- Hoc tai phong thuc hanh mdy tinh v6i cdc mdy tinh c6 két ndi mang LAN va Internet, c6 dit may
tinh twong Gng véi s sinh vién. M4y tinh phai du manh dé dit cai 4 may do.

- Phuong tién phuc vy giang day: May chidu, bang viét, loa trg giang, mic

- E learning: phin mém day truc tuyén (MS Teams .), may tinh, hé thong may cht va ha tAng két
ndi mang Internet véi bang thong déap ng nhu cAu ngucn dung, khong dé xay ra ngh&n mang hay

qua tai.

sach sg.

LLC/% o s A

Phong hoc truc tuyén diy du 4nh séng, cach 4m t6t, thong thoang, ngin nép, gon gang,

Ha Noi, ngay 8. .thang 0bnam 2024

_ TRUGNG BQ MON ' GIANG VIEN BIEN SOAN
(Ky va ghi vo ho tén) (Ky va ghi ro ho tén)

h_—

Tran Vil Ha




TRUONG KHOA (T.GIAM POC
(Ky va ghi rd ho tén) (Ky va ghi vé ho tén)

PHO GIAM DOC

THONG TIN VE BOI NGU GIANG VIEN GIANG DAY HQC PHAN

Giang vién phu trach hoc phan

Ho va tén: Tran Vii Ha Hoc ham, hoc vi: Tién si

Dia chi co quan: Bo mén Mang va Hé thong théng

tin, Khoa CNTT, Hoc vién Néng nghiép Viét Nam R

o : Trang web: https://vnua.edu.vn/trang-ca-
Email: tvha@vnua.edu.vn nhan/tran-vu-ha-191

Céch li€n lac véi giang vién: MS Team, Email, dién thoai; hodc dit lich gip truc tiép tai B6 mon

Giang vién gidng day hoc phan

Ho va tén: Pham Quang Diing Hoc ham, hoc vi: Tién st

Dia chi co quan: B) mén Mang va Hé thng thong

tin, Khoa CNTT, Hoc vién Nong nghiép Viét Nam Di¢n thoai lién hé:

Email: pqdung@vnua.edu.vn Trang web: https://fita.vnua.edu.vn/en/

Céch lién lac véi giang vién: MS Team, Email, dién thoai; hoic dit lich gap truc tiép tai BO mon

CAC LAN CAI TIEN
(bé cwong dwge cdi tién hang nim theo qui dinh ciia Hoc Vién)
-Lan 1: 07/2018
® Ra soat va cép nhat tai liéu tham khao.
-L4n 2: 07/2019
e Stra dé cuong chi tiét viét theo nganh (ndm 2018 d& cuong viét theo chuyén nganh)

o . Sira két qua hoc tp mong doi dap tng 14 CDR (ndm 2018 két qua hoc tip mong doi

dap ung 22 CDR)
- Lan 3: 03/2020

o Bbsung phuo’ng phép glang day va hoc tép, nhiém vy cta sinh vién, phuong phép danh gia

dé phiy hop véi viée trién khai day va hoc theo hinh thirc truc tuyén khi ¢6 dich Covid-19.
.=LAan 4: 07/2021
e Ra soat va cap nhét ndi dung kién thire hoc phén, ra so4t tai liéu tham khao
- Lan 5: 07/2022
o Ra soét va cip nhét tai liéu tham khao
-Ln 6: 07/2023



o Ra so4t va cip nhat mic déng gbp clia hoc phan theo Chudn dau ra va ma trén IPRM moi.
» Rasoat va cap nhat tai liéu tham khao.
o Ra soat va cap nhat ndi dung hoc phn, bai giang theo tai liéu m&i.

-Lan 7:
o Ra so4t va cAp nhat mic déng gbp ciia hoc phan theo Chuan dau ra va ma trén [PRM mdi.
» Ra soat va cdp nhat tai li€u tham khao.
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